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About MED-AIGC

Allinial Global is an accounting firm association of legally independent accounting and consulting firms, whose purpose is to turn knowledge into value for the benefit of 
our clients, our people and the capital markets. We have 28,373 people worldwide, providing audit, risk consulting, management consulting, deal advisory and tax services 
from 83 countries.

One of the leading professional services firms

Presence in 98 countries and about 28,373 people

Over USD 4.200 Billion in revenue

With 235 Member firms with 611 location 
world wide

Aldar International for Governance Consultancy Ltd. (member firm of Allinial 
Global) a Limited Liability Company. It is one of the leading advisory firms in the 
Middle East region. AIGC provides a wide range of professional services to a large 
base of companies, establishments and businessmen. Our practice is multi-faceted, 
ranging from Internal Audit and Risk Management to Compliance and Forensics. Our 
services are performed in accordance with highest levels of professionalism and 
Internationally Recognized Standards.

Our Risk 
Advisory 
Services

▪ Helping organizations implement Risk-Based Audit Methodologies and Internal 
Audit Software.

▪ Conducting Quality Reviews on Audit Functions.
▪ Outsourcing / Co-sourcing Internal Audit assignments.
▪ Data analytics services
▪ Conducting Risk Assessment Assignments.
▪ Implementing ERM (Enterprise Risk Management)/ORM (Operational Risk 

Management) Systems.

▪ Providing assistance in Assessing Compliance Risks and implementing 
Compliance Risk Monitoring systems.

▪ Documenting Policies and Standard Operating Procedures (SOPs).
▪ Conducting Fraud Audits.
▪ Conducting Fraud investigations.
▪ Loss quantification assignments.
▪ Developing / Reviewing Corporate Governance manuals
▪ Evaluating Controls

MED Group (member firm of Allinial Global) offers the most suitable solutions to 
companies in almost every sector with its experienced staff and versatile services.
As MED Group, we offer a wide range of services at international standards, 
including company formation, bookkeeping, accounting, social security, tax law, tax 
and independent auditing, immigration, tax and business consultancy. At MED 
Group, we offer high quality, accurate, timely and objective solutions to meet our 
customers' expectations. 
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Relevant Definitions1
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Risk
Scope of Definition



© 2021 Aldar International for Governance Consultancy. All rights reserved. 6

Risk: Wider Scope Definition

A range of possible
negative events that
could take place in an
uncertain environment

Each of these events
could have a
significant impact on
the organization and
its goals.

Risk is anything that will
prevent you from achieving
your business objectives….
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Control
Broadly Defined
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Control: Wider Scope Definition

… is broadly defined as ‘the
combination of many factor
which support people in their
efforts to achieve their business
objectives’.
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Linking risk, controls and objectives

Risk

Business/Quality Objectives

Control Desired end 
results/outcomes
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Desired end 
results/outcomes

Linking risk, controls and objectives
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Desired end 
results/outcomes

Linking risk, controls and objectives
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Risk Management

Risk Identification

Measurement 

Work unit 
objectives

Mitigation

Prioritization

Monitoring

… represents the diversity of 
actions management takes 
in order to mitigate some or 
all of the business risks.
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Risk Mitigation

TERMINATE
Avoiding risk

TREAT
Reducing the 
impact and/or 

probability of risk 
occurrence

TOLERATE
Retaining risk
(acceptance)

TRANSFER
Passing on risk

Transfer
Activity 

e.g. subcontracting

Transfer
Responsibility
e.g. insurance

Risk Mitigation 
Techniques



Risk-Based Internal Audit Process2
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What is RBIA?

The Institute of Internal Auditors defines Risk Based Internal 
Auditing (RBIA) as a methodology that: 

 Links internal auditing to an organization's overall risk management 
framework

 Allows internal audit to provide assurance to the board that risk 
management processes are managing risk effectively in relation to 
the risk appetite.
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Risk-Based Internal Audit Process

Mapping of Processes

Substantive 
Testing

Testing of Controls

Reporting

CRSA Workshops

Risk and Control Identification & Assessment

Risk Assessment Testing Reporting

Weaknesses 
identified 

Additional 
Weaknesses 

identified 
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CRSA (Control and Risk Self-Assessment)

A process which the Business Unit members collectively:

 Identify business uncertainties in their area of responsibility (Risks)

 Assess and evaluate their control activities

 Identify areas of weaknesses

 Develop actions for improvements under the guidance of Risk 
Management.

What is CRSA?
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Benefits of CRSA (Control and Risk Self-Assessment)

 Transfers the responsibility and ownership for developing, assessing, 
maintaining and monitoring controls to line management.

 Promotes controls and accountability throughout the Company.

 Increases comfort for Board and external stakeholders that controls are 
effective.

 Raises the overall awareness on controls.

 Improves efficiency of operations (by abandoning unnecessary controls)

 Aids management & audit in identifying potential exposures
& weaknesses in internal control systems thus preventing errors & fraud.
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The CRSA Workshop

The following slides shows a sample of 
the risk assessment results related to 
a Procurement function



© 2021 Aldar International for Governance Consultancy. All rights reserved. 20

Risk Register
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Control Register
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Risk and Control Matrix
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Remedial Actions
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Components of risks

R I S K

Adequately 
controlled

Accepted Insured



Practical Guidance on Risk-Based 
Internal Audit Implementation3
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• Planning

• Execution

• Reporting

Elements of RBIA
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Planning for RBIA

There are two components:
❑ Mandays and the availability of the team members

❑ The Internal Audit view of the elements for all units within the portfolio:
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Planning for RBIA – Con’t
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Practical Guidance on Risk-Based Internal Audit Execution
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Workshop:

Identify and Assess risks and controls

Workshop:
Building a risk and control matrix

Development of compliance tests

Management sign-off

Testing (by both I.A. 
and business unit)

Reports on the test results

Reports on CRSA
S
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Senior management 
and the board

Internal audit report

Develop and conduct
substantive tests
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Internal and external 
loss data
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Execution

There are two main types of Audit Tests:
❑ Compliance Testing

These tests provide the necessary evidence to ensure that controls are properly
applied (as described by management)

❑ Substantive Testing
They are tests for operations, account balances, and other tests (such as/ analytical
review) that aim to obtain evidences of the degree completeness, existence, and
the accuracy of the data in the accounting records or financial systems. They are
used to examine areas where internal controls are considered weak to establish
whether the risks that the controls were intended to mitigate have actually
occurred.



© 2021 Aldar International for Governance Consultancy. All rights reserved. 31

Compliance Testing
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Substantive Testing
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Reporting

The 5 C’s of Reporting Internal Audit Findings:

1. Condition

2. Criteria

3. Cause

4. Consequence

5. Corrective action

What is the problem identified?

Which Controls were Breached?

Caused by failure in Control Deployment or a
deficiency in Control Design?

Relevant Risks Impacted by the finding

Implement a new control or enhance an
existing one?
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Reporting
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Revisited Components of risks

R I S K

Working 
gap

Acceptable
gap

Adequately 
controlled

Insured

Actual gap



Traditional vs. Risk-Based Internal 
Audit4
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Traditional approach versus Risk Based IA Approach

Subject Traditional internal audit approach Risk based internal audit approach

Audit plan based on the audit cycle (time duration)

Audit plan based on the results of the business units 
risk evaluation. Risky areas are covered first and 
more frequently

Focuses on compliance with P&P and the proper 
deployment of controls.  No assessment is usually 
conducted on whether controls are sufficient to 
mitigate risks.

Starts by assessing whether controls are sufficient to mitigate 
risks and later tests whether these controls are properly deployed

Does not aim to assess whether there are control
redundancies

Focus on risks that are not properly controlled and/or 
overly controlled 

Important Risks might not be covered in the audit 
program 

Provides assurance that Important risks are being 
managed properly 

An understanding of business unit operations is 
built through time consuming process mapping 
exercises and might rely on outdated P&P 
manuals.

In depth understanding of the business unit operations through 
risk assessment workshops and with the participation of the 
business unit management.

Internal audit resources are spread over all 
business units/activities

More efficient use of internal audit resources by concentrating on 
risky units/areas
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Traditional approach versus Risk Based IA Approach

Subject Traditional internal audit approach Risk based internal audit approach

It is common to have disagreements with the 
business unit management on the importance of the 
findings raised by internal audit 

The importance of risks is established during the risk 
assessment phase and in agreement between internal audit 
the business unit management

Disagreements with the business unit management 
on the action plans is also common.  Leading to 
delays in implementation

Remedial actions are discussed and agreed with the Business,
thus improving timely and effective implementation of 
corrective measures

Subjective internal audit ratings; the auditor mainly 
relies on his judgment on the importance of each 
finding.

More objective ratings (findings are classified in accordance 
with pre-agreed risk importance criteria).
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The Need for Technology5
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The Need for Automation

There is a Growing Need for Internal Audit to
continuously evolve. The reasons include (but not
limited to):
1. Technological Advancements resulting in:

i. Large Size of Data and Daily Transactions
ii. Multiple Sources of Data Preventing

Standardization
iii. Advanced Technical Operations resulting

in a significant number of potential risks
2. Limited Resources which Prevents Auditing

the Available Information/ Documents in a
timely manner.

3. The Need For More Enhanced Value Added
From The Internal Audit Work.
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CAREweb for Risk Based Internal Audit

(Risk Assessment Dashboard) (Key Residual Risks)
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IDEA Data Analytics for Risk-Based Internal Audit

(Data Visualization)

(Red Flags Identified)



Summary6
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The Three Lines Model

✓ 1st line : staff are the “risk owners”,
they have direct responsibility for the
management and control of risk. They
participate in CRSA workshops and
conduct Self Assessment tests

✓ 2nd line : Risk Management monitors
risks that can breach the board’s
appetite (tolerance level) and monitor
KRIs. Compliance monitors
Legal/Regulatory risks.

✓ 3rd line : Internal Audit provides
independent assurance in respect of
the integrity and effectiveness of the
risk management framework

Governance Framework / Board Oversight

Second Line– Risk 

management and 

compliance

Control 

environment

Monitoring 

activities

Risk

assessment

Information and 

communication

Control

activities

First Line –

Lines of 

business and 

committees

Third Line–

Internal audit
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In Summary

Operational incidents leading to 
loss of Valuable resources

Significant reduction in the 
number and value of incidents

Second Line of defence 

– Risk management and 

compliance

Control 

environment

Monitoring 

activities

Risk

assessment

Information and 

communication

Control

activities

First Line of 

defence –

Lines of 

business and 

committees

Third Line of defence –

Internal audit


